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Abstract—Nanotechnology is providing the engineering com-
munity with a new set of tools to design and manufacture ad-
vanced devices which are able to generate, process and transmit
multimedia content at the nanoscale. The wireless interconnection
of pervasively deployed multimedia nano-devices with existing
communication networks and ultimately the Internet defines a
truly cyber physical system which is further referred to as
the Internet of Multimedia Nano-things (IoMNT). This paper
discusses the state of the art and major research challenges in
the realization of this novel networking paradigm, which has
innumerable applications in the biomedical, defense, environ-
mental and industrial fields. Fundamental research challenges
and future research trends are outlined in terms of multimedia
data and signal processing, Terahertz channel modeling for com-
munication among nano-things, and protocols for the Internet
of Multimedia Nano-Things. These include novel medium access
control techniques, addressing schemes, neighbor discovery and
routing mechanisms, a novel QoS-aware cross-layer communica-
tion module, and novel security solutions for the IoMNT.

Index Terms—Nanonetworks, Terahertz Band, Internet of
Things, Multimedia

I. INTRODUCTION

In the Internet of Things (IoT), all types of real-world phys-

ical elements (e.g., sensors, actuators, personal electronic de-

vices and home appliances) are able to autonomously interact

with each other [5], [30]. The IoT enables many applications

in the fields of domotics, e-health, real time monitoring of

industrial processes, and intelligent transportation of people

and goods, among others. Two main technologies for the

IoT are currently being considered, namely, RFID tags and

Wireless Sensor Networks (WSNs). On the one hand, RFID

tags can be easily embedded in all sorts of things due to their

small size and their battery-less operation. However, RFID tags

do not have processing, data storing or sensing capabilities. On

the other hand, WSNs can provide the IoT with the necessary

computing, data storing, and sensing functionalities, but the

size, complexity and energy constraints of existing sensors

limit the usefulness of this approach. Therefore, there is a

need for a new communication technology for the IoT.

Nowadays, nanotechnology is providing the engineering

community with a new set of tools to control matter at an

atomic and molecular level. At this scale, novel nanomaterials

show new properties not observed at the micro level, which

enable the development of new devices and applications.

For example, graphene [7], a one-atom-thick planar sheet of

bonded carbon atoms densely packed in a honeycomb lattice,

has been lately referred to as the the silicon of the 21st

century. The unique optical and electronic properties of this

nanomaterial enable the development of a new generation

of electronic devices, e.g., nano-transistors for future nano-

processors and nano-memories [20], [37], nano-batteries [12],

[35], and nano-sensors [34], [29], which outperform their

microscale counterparts. In addition, graphene-enabled nano-

transceivers and nano-antennas are expected to operate in the

Terahertz Band (0.1-10 THz), which opens the door to ultra-

broad-band communications among nano-devices [24], [16].

In addition, these same nanomaterials are currently being

proposed to develop a new generation of miniature photode-

tectors [22], [8] and acoustic nano-transducers [18], [32],

which can be used to generate multimedia content at the

nanoscale. These novel nano-cameras and nano-phones will

be able to capture visual and acoustic information with

higher resolution and accuracy than current micro-cameras

and micro-phones. Moreover, the integration of nano-cameras,

nano-phones, scalar nano-sensors, with nano-processors, nano-

memories, and other nano-components will enable the devel-

opment of more advanced multimedia nano-devices. These ad-

vanced nano-devices will overcome the limitations of current

multimedia sensor devices [4] by providing higher quality im-

age and audio sensing capabilities, higher computational and

data storing capacities, higher energy efficiency and expectedly

higher wireless communication data-rates [13], [17].

In our vision, the interconnection of pervasively deployed

multimedia nano-devices with existing communication net-

works and ultimately the Internet defines a truly cyber physical

system which we further refer to as the Internet of Multimedia

Nano-Things (IoMNT). The IoMNT is not only compliant
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with the envisioned applications of the IoT [5], [30], but

it enables new advanced applications in diverse fields such

as, i) in the biomedical field, by means of advanced health

monitoring systems which combine biological and chemi-

cal scalar nanosensors, high-resolution ultra-sensitive nano-

cameras and ultrasonic nano-phones, for early cancer detection

and treatment of heart or neural diseases; ii) in defense

and security applications, by combining imperceptible nano-

cameras for remote nanoscale imaging, ultrasonic nano-phones

for concealed objects detection, and biological and chemical

nanosensors as a countermeasure for novel nanotechnology-

enabled attacks; iii) in forensics, for example, for ultra-high

resolution imaging of crime scenes; or, iv) in far field imaging,

for ultra-high resolution imaging of distant objects.

For example, in Fig. 1, an example application of the

IoMNT is shown. In this figure, multimedia nano-things

equipped with nano-cameras are used to capture high-quality

video for holographic teleconferencing. Similarly, a distributed

set of multimedia nano-things equipped with nano-projectors

are used to recreate a high quality holographic image in

the conference room. In parallel, other nano-things equipped

with ultrasonic transducers are used to detect concealed ob-

jects. Finally, other nano-things with biological and chemical

nanosensors are pervasively deployed in the conference room

for early detection of biological and chemical threats.

Nevertheless, the highly heterogeneous capabilities of ad-

vanced multimedia nano-devices and the type of applications

and scenarios in which they will be used, introduce several

research challenges in the realization of the Internet of Mul-

timedia Nano-Things. In this paper, we discuss the state of

the art and major research challenges in the realization of

this novel networking paradigm. First, we briefly present the

state of the art in nano-thing development from the device

perspective in Sec. II. In Sec. III, we outline the main research

challenges in the IoMNT from the communication perspective,

in terms of multimedia and data signal processing, Terahertz

Band channel modeling, and protocols for the IoMNT. These

include novel medium access control techniques, addressing

schemes, neighbor discovery and routing mechanisms, a QoS-

aware cross-layer communication module, and security solu-

tions for the IoMNT Finally, we conclude the paper in Sec. IV.

II. DEVICE COMPONENTS

Many nano-thing components have already been prototyped

and tested. However, there are still several challenges from

the device perspective that need to be addressed in order to

turn existing nano-devices into autonomous machines. In our

vision, several nano-components such as a nano-processor, a

nano-memory, a power nano-system and a nano-camera, have

to be integrated into a device with a total volume as small as

just a few cubic micrometers [1], [2], [3] (Fig. 2). To date,

several solutions have been proposed for each component:

‚ Nano-Cameras: New photodetectors based on novel

nano-structures have been demonstrated [22], [8]. Their

main properties are i) a reduced size (below 100 nm

per pixel, which allows the integration of very dense
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Fig. 1. Application of the Internet of Multimedia Nano-Things.

arrays), ii) higher sensitivity at low energy levels (i.e.,

better low-light conditions imaging), and iii) reduced

power consumption. The fabrication of very dense arrays

of nano-photodetectors and nano-lenses, will enable the

development of nano-cameras with very high pixel res-

olution, very high spatial resolution and very high color

resolution. Ultimately, the capabilities of a nano-camera

will be directly related to its physical dimensions.

‚ Nano-Phones: Novel nanoscale acoustic transducers for

ultrasonic applications have been prototyped [18], [32].

The integration of nanoscale acoustic transducers into

miniaturized arrays will enable the development of novel

nano-phones (i.e., nanoscale micro-phones) with i) higher

directional resolution (surround audio sensing and record-

ing), and ii) higher frequency resolution (higher quality

audio, ultra-sound recording). The final capabilities of the

nano-phone will depend on the physical dimensions of the

acoustic nano-transducer array.

‚ Scalar Nano-Sensors: Physical, chemical and biological

nanosensors have been developed by using graphene and

other nanomaterials [9], [38]. A nanosensor is not just

a tiny sensor, but a device that makes use of the novel

properties of nanomaterials to identify and measure new

types of events in the nanoscale, such as the physical

characteristics of structures just a few nanometers in size,

chemical compounds in concentrations as low as one part

per billion, or the presence of biological agents such as

virus, bacteria or cancerous cells.

‚ Nano-Processors: These are being enabled by the devel-

opment of tinier FET transistors in different forms. The

smallest transistor that has been experimentally tested to

date is based on a thin graphene strip made of just 10 by 1

carbon atoms [27]. These transistors are not only smaller,

but also able to operate at higher switching frequencies.

The complexity of the operations that a nano-processor

will be able to handle will directly depend on the number

of integrated transistors in the chip, thus, on its total size.
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Fig. 2. Conceptual architecture of a multimedia nano-thing.

‚ Nano-Memories: Nanomaterials and new manufacturing

processes are enabling the development of single-atom

nano-memories, in which the storage of one bit of in-

formation requires only one atom [6]. For example, in a

magnetic memory [25], atoms are placed over a surface

by means of magnetic forces. While these memories are

not ready yet for nano-devices, they serve as a starting

point. The total amount of information storable in a nano-

memory will ultimately depend on its dimensions.

‚ Power Nano-Systems: Powering nano-devices requires

new types of nano-batteries [12], [35] as well as

nanoscale energy harvesting systems [36]. One of the

most promising techniques relies on the piezoelectric

effect seen in zinc oxide nanowires, which are used to

convert vibrational energy into electricity. This energy

can then be stored in a nano-battery and dynamically

consumed by the device [14]. The rate at which energy

is harvested and the total energy that can be stored in a

nano-device depends ultimately on the device size.

‚ Nano-Antennas and Nano-Transceivers: Graphene and

its derivatives have also been proposed for the develop-

ment of novel nano-antennas [16], [39]. Amongst others,

in [16] we determined that a 1 µm long graphene-based

nano-antenna can only efficiently radiate electromagnetic

(EM) waves in the Terahertz Band (0.1-10 THz), due

to the unique electron dynamics of this nanomaterial.

This frequency range matches the predictions for the

operation frequency of graphene-based radio-frequency

(RF) transistors [24], [23].

In addition, there are also major challenges in the integration

of the different components into a single device. New methods

to position and contact different nano-components are cur-

rently being developed. Amongst others, DNA scaffolding [19]

is one of the most promising techniques. In [19], a procedure

to arrange DNA synthesized strands on surfaces made of mate-

rials compatible with semiconductor manufacturing equipment

has been demonstrated. The positioned DNA nano-structures

can serve as scaffolds, or miniature circuit boards, for the

precise assembly of the nano-components.

Ultimately, the size of the nano-things has a direct impact

on the multimedia capabilities, processing power, data storing

capacity, energy harvesting rate and energy capacity, and com-

munication abilities of the device. Adaptive communication

schemes and networking protocols need to be developed in

order to take into account the very high heterogeneity of

devices in the Internet of Multimedia Nano-Things.

III. COMMUNICATION CHALLENGES

A. Multimedia Data Compression and Signal Processing

As a result of the very high pixel density and spectral

response of nano-cameras and nano-phones, multimedia nano-

things will have a huge amount of information to process and

to transmit (e.g., several Terabits of information per second).

At the same time, novel faster processing nano-architectures

(e.g., Terahertz processors) and higher density nano-memories

are expected. For all these, there is a need for novel solutions

in data compression and signal processing for the Internet of

Multimedia Nano-Things.

In particular, these are the three main challenges and our

envisioned possible solutions:

‚ To develop novel high efficiency compression algo-

rithms for nano-cameras and nano-phones. In our

vision, there are two main paths to achieve this goal.

On the one hand, novel video/audio encoding schemes

need to be investigated, which reverse the traditional

balance of complex encoder/simple decoder. The main

reason for this is that we should be more energy efficient

at the nano-things side, while increasing the complexity

at the final destination of the stream. This is already a

problem in current multimedia sensor networks [4]. On

the other hand, novel joint compression algorithms for

multimedia data, which can exploit the power of novel

nano-processor architectures and eliminate the high data

redundancy when sensing at the nanoscale are needed.

Indeed, in a great number of applications, the high spatial

resolution given by nano-cameras is not necessary, and

can be removed by exploiting the spatial correlation

among nearby pixels. A similar concept can be developed

for the transmission of correlated audio streams.

‚ To develop novel device architectures for nano-

cameras and nano-phones. In our vision, rather than

first collecting all the information from very high density

arrays of photodetectors or acoustic nano-transducers and

then performing compression on them, it is necessary

to move the computation and the complexity towards

the pixel or array elements. This could be achieved

in two ways: i) by giving intelligence to each nano-

component in the multimedia nano-thing, for example,

first, we can create clusters of nano-photodetectors/nano-

phones and then each cluster can be controlled by an

independent nanomachine with its own nano-processor,

nano-memory and nano-transceiver; ii) by creating a

multimedia nanonetwork-on-chip, i.e., all the nano-

components/nano-clusters are connected for coordination

and data exchange purposes. We define this concept as

intra-sensor distributed data processing.
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Fig. 3. Path-loss in the Terahertz Band for different transmission distances.

‚ To develop faster intra-device communication tech-

niques. Even in current microscale cameras, reading the

value from every single pixel can take some relatively

large time. The use of very high density arrays of

nanoscale photodetectors will only worsen this problem.

To overcome this limitation, new intra-device communi-

cation technologies are necessary. In particular, in our

vision, there is a need to understand the impact of using

internal wired interconnections based on quantum nano-

electronics and quantum transport mechanisms as well

as internal wireless communication through graphene

plasmonic antennas and optical nano-antennas. This will

have an impact not only in nano-cameras and nano-

phones, but also on current micro-devices.

B. Terahertz Band Channel Modeling

Despite efficient data processing solutions, multimedia

nano-things will still have to transmit a very large amount

of data in a timely and reliable fashion. Fortunately,

graphene-based nano-transceivers [21], [24], [23] and nano-

antennas [16], [39], [31] are expected to implicitly operate in

the Terahertz Band (0.1-10 THz). The Terahertz Band supports

the transmission of information at very high bit-rates, up to

several Terabit/second (Tbps). However, this frequency band

is also one of the least explored frequency ranges in the EM

spectrum. Existing channel models for the Megahertz and the

Gigahertz frequency bands cannot be reused for the Terahertz

Band, because they do not capture several effects such as the

attenuation and noise introduced by molecular absorption, the

scattering from particles which are comparable in size to the

very small wavelength of Terahertz waves, or the scintillation

of Terahertz radiation. Due to the very high attenuation created

by molecular absorption, current standardization efforts by

the IGthz group [10] are focused on device development and

channel characterization at the absorption-defined window at

300 GHz [28], [33]. However, we envision that either a higher

frequency window, more than one window at the same time,

or even the entire band will be needed to achieve stable Tbps

links the IoMNT.

For this, we have recently developed a new channel model

for Terahertz Band communications [17], [13]. In particular,

we used radiative transfer theory to analyze the impact of

molecular absorption on the path-loss and noise:

‚ The path-loss for a traveling wave in the Terahertz Band

is defined as the addition of the spreading loss and the

molecular absorption loss. The spreading loss accounts

for the attenuation due to the expansion of the wave

as it propagates through the medium. The absorption

loss accounts for the attenuation that a propagating wave

suffers because of molecular absorption and depends on

the concentration and the particular mixture of molecules

encountered along the path. As a result, the Terahertz

channel is very frequency selective.

‚ The molecular absorption noise is the main noise

source in the Terahertz channel. The absorption from

molecules present in the medium does not only attenuate

the transmitted signal, but it also introduces noise. The

equivalent noise temperature at the receiver location is

determined by the number and the particular mixture of

molecules found along the path. The molecular absorption

noise is not white, i.e., its power spectral density of noise

is not flat, but has several peaks. In addition, this type of

noise appears only when transmitting, i.e., there will be

no noise unless the molecules are excited.

In Fig. 3, the total path-loss is shown as a function of the

frequency and for different transmission distances (0.1m, 1m,

10m and 100m), for a medium containing a 10% of water

vapor molecules. This figure has been obtained with the model

given in [17], [13]. The path-loss can easily go above 100

dB even for transmission distances in the order of just a

few meters. Due to the limitations in the transmitted power

of Terahertz transceivers, very high directivity antennas are

required to still be able to use the channel. In addition, the

molecular absorption defines several transmission windows,

whose position and width depend on the transmission dis-

tance. For very short distances, e.g., a few centimeters, the

Terahertz Band can be seen as a single transmission window

almost 10 THz wide. For longer transmission distances, more

resonances become significant and the transmission windows
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become narrower. Several transmission windows, w1, w2, w3

and w4, have been marked in the figure.

In light of these results, these are additional research chal-

lenges in terms of Terahertz Band channel modeling:

‚ To locate the best transmission windows in terms of

channel capacity and achievable information rates

for a given transmission power and as a function of the

transmission distance. By starting from the path-loss and

molecular absorption noise model, the center frequency

and its associated 3dB bandwidth of each transmission

window can be computed. Different windows suffer

from different path-loss and noise and have different

3dB bandwidth. With these, the maximum achievable

information rate or channel capacity can be computed.

In order to make an accurate analysis and to determine

feasible values for the achievable bit rates, it will be

necessary to account for the transmitter and receiver

antenna directivity as well as for the gain and electronic

thermal noise factor of the receiver.

‚ To investigate the impact of multi-path propagation

on the capacity and achievable information rates in the

IoMNT for different transmission windows, for a given

transmission power and as a function of the transmission

distance. In many scenarios, multi-path propagation will

be present. The amplitude of the multiple reflections that

the EM wave can suffer depends mainly on the material,

the shape and the roughness of the surface on which

it has been reflected. Many of the standard materials

found in Terahertz networks scenarios are currently being

characterized [11], [26]. Based on this, it is necessary to

obtain the channel impulse response in the presence of

multi-path in different scenarios as well as a model of

the resulting channel fading and its temporal correlation

(first and second order statistics).

C. Medium Access Control

Existing Medium Access Control (MAC) protocols cannot

be used in IoMNT because they do not capture the peculiarities

of the physical layer and the very high heterogenous capabil-

ities of all sorts of nano-things. In particular, the three main

particularities of the Terahertz Band and their impact on the

MAC protocol design are:

‚ The Terahertz Band supports the transmission at very

high bit-rates, i.e., up to a few Tbps, which is several

orders of magnitude over that of the current state-of-

the-art wireless technologies. Existing MAC protocols

have been mainly designed for narrow-band channels and,

thus, cannot exploit the transmission at these very high

bit-rates. Even existing MAC protocols for networks at

60 GHz target much lower transmission rates.

‚ The Terahertz Band has a unique relation between

the available transmission windows, the 3dB band-

width for each window and the transmission distance.

Shorter transmission links benefit not only from a much

lower path-loss, but also from much wider transmission

windows. As a result, dynamic band selection schemes,

intelligent modulations, advanced ways to allocate the

power within the transmission band, and novel channel

access schemes can be developed to capture this distance

dependence, unique to networks in this frequency band.

‚ The Terahertz Band requires the use of very highly

directional antennas in transmission and in reception

in order to overcome the very high path-loss. In

addition, the very small size of a Terahertz antenna (just a

few millimeters), allows the development of high density

antenna arrays. Several MAC protocols for devices with

directional antennas have been developed already. How-

ever, first, the directivity of Terahertz antennas is much

higher than in the considered scenarios (more than one

order of magnitude), and, second, these solutions do not

capture any of the other two peculiarities above.

To address these fundamental differences, we envision that

major contributions are needed along these two main research

directions:

‚ To develop novel transmission schemes which exploit

the unique relation between the transmission 3dB

bandwidth and the transmission distance. Nano-things

should be able to adapt their transmission window and

the modulation scheme based on the distance between

them as well as their hardware capabilities. For example,

for very short transmission distances (below one me-

ter), very low complexity modulation and communication

schemes based on the transmission of femtosecond-long

pulses could be used, such as the schemes we proposed

in [15]. As the transmission distance increases, nano-

things should focus their transmission power in a specific

window, which can be jointly selected by the transmitting

and the receiving nano-things, and make use of novel

bandwidth adaptive modulations.

‚ To develop a MAC protocol which dynamically selects

the modulation scheme and, at the same time, which

guarantees that the transmitter and the receiver are

properly aligned before the transmission of a data

packet. For this, contrary to conventional transmitter-

initiated communication, we believe that novel receiver-

initiated transmission schemes will be more suited for this

paradigm. In particular, we consider that a nano-thing

periodically switches between three operation modes:

sleeping mode, transmitting mode and receiving mode

A nano-thing in transmitting mode, just waits for its

intended receiver or relaying candidate to be available.

A nano-thing in receiving mode scans its neighborhood

by steering its antenna beam at a fixed speed and in

a predefined pattern. During this process, the receiver

announces its availability to receive a packet.

D. Addressing

In the IoMNT, assigning a different address to every nano-

thing is not a simple task, mainly due to the fact that this

would require either to individually assign these addresses at

the manufacturing stage, or to use complex synchronization

and coordination protocols between nano-devices. Moreover,
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taking into account that the IoMNT can contain extremely

large numbers of nano-things, very long addresses would be

needed if classical addressing schemes were followed.

Some envisioned solutions for the addressing challenges in

the IoMNT are as follows:

‚ To develop novel addressing schemes that capture

and exploit the network hierarchy in the IoMNT. In

our vision, we can avoid the use of very long addresses

among nano-things by taking into account the hierarchical

network architecture of the Internet of Things and Nano-

Things [5], [2]. In the majority of cases, only those nano-

things coordinated by the same nano-router need different

addresses. The global identifier of the nano-things will be

established based on the gateway and the nano-router to

which each nano-thing is connected.

‚ To explore specific applications in which it is not

necessary to have information from a specific nano-

thing, but just from any nano-thing of a specific type.

For example, chemical nanosensor devices with different

types of sensing unit can be jointly deployed in the same

network. If information regarding the concentration or the

level of a given substance in the air is necessary, there is

no need to ask for a particular nano-thing, but the query

can be satisfied by any nano-thing which can sense this

substance. At the same time, different nodes will react

in the same way depending on the information that is

being sensed or their internal state. This can relax the

coordination requirements among nano-nodes, while still

supporting interesting applications.

E. Neighbor Discovery and Routing

The peculiarities of the Terahertz Band channel also af-

fect the way in which network layer solutions should be

developed for the IoMNT. Existing neighbor discovery and

routing protocols cannot be used in the IoMNT because they

do not capture the properties of the physical layer, such as,

the capability to transmit at very high bit-rates, the use of very

highly directional antennas, and, more importantly, the unique

relation between the transmission distance and the available

3dB bandwidth, which does not occur in lower frequency

bands of the EM spectrum. In addition, the capabilities of

nano-things change drastically between devices and thus, there

is a need to account for the heterogeneity in the nano-things

by means of resource dynamic protocols.

In particular, these are two of the main research directions

that require novel solutions:

‚ To investigate novel neighbor discovery strategies that

exploit the high directivity of Terahertz antennas to

simultaneously determine the relative location and ori-

entation among nano-things. For example, in addition

to the transmitting mode and receiving mode mentioned

before, a nano-thing can go in discovery mode. The

discovery mode of a nano-thing is similar to the receiving

mode, but rather than just looking for incoming infor-

mation, the device is actively looking for its neighbors.

When a node receives a packet from a node in discovery

mode, it quickly replies back with its ID. By this short

control packet exchange, the two nodes can determine

their relative position and orientation. In particular, first,

the use of very highly directional antennas, allows a node

to accurately estimate the Angle of Arrival (AoA) of the

EM signal. With the AoA, the relative orientation between

the nodes is approximately set. The spectral shape of the

transmitted packets can be used to infer the available 3dB

bandwidth, and, thus, the distance between them.

‚ To develop novel routing protocols by starting from

the proposed neighbor discovery mechanism, and by

taking into account as a metric the expected waiting

time for the transmitter and next hop relay antenna

beams to be aligned as well as the available transmis-

sion bandwidth between the two nodes. In addition to

classical routing metrics, a node can decide the next hop

in the route by taking into account the estimated meeting

time with the relaying candidates (whose antenna beam

is periodically swiping the space looking for awaiting

transmitters) as well as the best modulation scheme based

on the distance between the nodes as well as the overall

network interference. Based on this, a node may decide to

wait longer for a node to whom then he can transmit faster

and with lower interference (by using a lateral modulation

scheme), rather than transmitting to the first coming

candidate if the available 3dB window is narrower.

F. QoS-Aware Cross-Layer Module

Many of the functionalities in the envisioned MAC and

Routing solutions are closely related and heavily depend upon

the Terahertz channel peculiarities, such as the unique relation

among the transmission distance, the transmission windows,

the 3dB bandwidth of each transmission window and the

antenna directivity. In addition, due to the nature of the Internet

of Multimedia Nano-Things, a very high heterogeneity in

the capabilities of the nano-things is expected. Moreover,

the transmission of multimedia content usually imposes strict

requirements in terms of Quality of Service (QoS), e.g.,

maximum packet delay or maximum packet error rate. A joint

optimization of all these network functionalities (e.g., physical

layer, MAC, routing) is required in order to achieve the highest

possible performance under different network metrics.

For this, we envision a cross-layer communication frame-

work for the IoMNT. The main performance objectives of this

framework should be as follows:

‚ To efficiently exploit the Terahertz Band channel, by

choosing the best modulation that exploits the available

3dB bandwidth in light of the specific capabilities of the

nano-things involved in each link.

‚ To jointly overcome the limitations of highly direc-

tional Terahertz antennas, by combining the dynamic

neighbor discovery, the receiver-initiated transmissions

and the routing functionalities, as described in Sec. III-C

and Sec. III-E above.

‚ To select data paths compliant with the envisioned

application requirements and QoS, in terms of max-
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imum acceptable end-to-end packet delay or end-to-end

successful packet delivery probability.

This cross-layer framework can be then utilized to explore

and develop new fundamental results on the performance of

very large scale multimedia networks. For example,

‚ To develop a new rate-energy-distortion theory for the

Internet of Multimedia Nano-Things. QoS and distor-

tion aware protocols have been developed for classical

multimedia sensor networks. However, the fundamental

limits of these techniques have not been explored. In

particular, it is necessary to investigate i) the minimum

distortion that can be achieved for a given energy bud-

get and given bandwidth in a very large-scale network

(trillions of nano-things), or ii) the trade-offs between

distortion, bandwidth and network lifetime.

‚ To investigate the impact of several physical layer,

MAC and Routing parameters in the overall network

performance in terms of end-to-end packet delay,

end-to-end energy per bit consumption, end-to-end

successful packet delivery probability, or network

throughput. For example, the chosen transmission win-

dow, the transmission and reception antenna beam shapes

and steering patterns, the type of modulations, the error

correcting schemes or the packet size, have a direct

impact on the network performance, and can be optimized

in a cross-layer fashion.

G. Security

Nano-things are vulnerable to all sorts of physical and wire-

less attacks. On the one hand, nano-things will be unattended

most of the time and, thus, it is easy to physically attack them.

In addition, due to their almost imperceptible size, involuntary

physical damage is also likely to occur. On the other hand, both

classical and novel types of wireless attacks to nano-things are

possible and relatively simple, despite the fact that the nano-

devices communicate at ultra- high transmission rates and over

very short transmission distances.

Existing security solutions cannot be directly used in the

IoMNT because they do not capture the peculiarities of the

Terahertz Band physical layer and the heterogeneity in the

capabilities of diverse nano-things. For this, future research

trends should be along these three main directions:

‚ To develop new authentication mechanisms for nano-

things. In many of the envisioned applications, it is

crucial to certify the identity of the transmitting or

receiving nano-device. Due to the very large number of

nano-devices in the IoMNT, classical solutions based on

complex authentication infrastructures and servers are not

feasible. For this, in our vision, new authentication mech-

anisms that exploit the network hierarchical structure of

the IoMNT is needed. For example, nano-things might

need to only authenticate themselves to the closer nano-

router or nano-to-micro interface [2]. This can be done

by means of a unique EM signature, which is a well-

established property of Terahertz radiation.

‚ To develop novel mechanisms to guarantee the data

integrity in the IoMNT. As in any communication

network, it is necessary to guarantee that an adversary

cannot modify the information in a transmission without

the system detecting the change. Data can be altered

either when stored or when being transmitted. Due to

the expectedly very limited memory of miniature nano-

things, the first type of attack is unlikely. However, new

techniques to protect the information in nano-memories

will be developed by exploiting the quantum properties

of single-atom memories to implement practical solutions

from the realm of quantum encryption. On its turn, de-

spite the information is transmitted at very high bit-rates,

guaranteeing the data integrity while the information is

being transmitted requires the development of new secure

communication techniques for IoMNT.

‚ To develop new mechanisms to guarantee the new

user privacy in the IoMNT. Nano-things can be used

to detect, measure and transmit very sensitive and confi-

dential information, which in any case should be avail-

able to non-intended addressees. Moreover, due to their

miniature size, nano-things will be usually imperceptible

and omnipresent. In our vision, new mechanisms to

guarantee the privacy in the IoMNT are needed. Amongst

others, techniques to guarantee that a user can determine

and limit the type of information that nano-things can

collect and transmit are needed in our vision. Moreover,

physical-layer security mechanisms need to be explored

to prevent the eavesdropping problem.

IV. CONCLUSIONS

Nanotechnology is enabling the development of advanced

nano-devices which are able to generate, process and transmit

multimedia content at the nanoscale. The wireless intercon-

nection of pervasively deployed nano-devices with all sorts of

devices and ultimately the Internet will enable the Internet

of Multimedia Nano-Things. The IoMNT is a truly cyber-

physical system with applications in many diverse fields, e.g.,

in advanced health-monitoring systems; as a countermeasure

for novel biological and chemical attacks at the nanoscale;

for monitoring and control of industrial processes that require

atomic and molecular precision; or in forensic science.

In this paper, we have described the state of the art in

the development of nano-things from the device perspective.

In particular, we have shown that future nano-cameras and

nano-phones will be able to generate a huge amount of visual

and acoustic content with very high accuracy and resolution.

The need to process and compress this very large amount

of data motivates the development of new multimedia data

compression and signal processing techniques. In any case,

and despite those, very large amounts of data will need to

be transferred among nano-things in a reliable and timely

manner. This introduces many communication and networking

challenges in the realization of this novel paradigm.

In particular, we have outlined the main research trends and

possible solutions to novel challenges in terms of Terahertz
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Band channel model, medium access control mechanisms

for nano-things, addressing schemes, and neighbor discovery

and routing techniques for the IoMNT. In addition, we have

motivated and proposed a novel cross-layer communication

framework which can capture the peculiarities of the Terahertz

Band physical layer as well as the very heterogenous capabili-

ties of diverse nano-things. While the division of network func-

tionalities in separate layers can simplify the design of each

task individually, the optimal network performance can only

be achieved within a cross-layer communication framework.

Finally, the security challenges in terms of authentication,

privacy and data integrity have been discussed.

We acknowledge that there is still a long way to go before

having integrated multimedia nano-devices, but we believe

that hardware-oriented research and communication-focused

investigations will benefit from being conducted in parallel

from an early stage.

ACKNOWLEDGMENT

This work was supported by Fundación Caja Madrid.

REFERENCES

[1] I. F. Akyildiz and J. M. Jornet, “Electromagnetic wireless nanosensor
networks,” Nano Communication Networks (Elsevier) Journal, vol. 1,
no. 1, pp. 3–19, Mar 2010.

[2] ——, “The internet of nano-things,” IEEE Wireless Communications

Magazine, vol. 17, no. 6, pp. 58–63, Dec 2010.
[3] I. F. Akyildiz, J. M. Jornet, and M. Pierobon, “Nanonetworks: A new

frontier in communications,” Communications of the ACM, vol. 54,
no. 11, pp. 84–89, Nov 2011.

[4] I. F. Akyildiz, T. Melodia, and K. R. Chowdhury, “A survey on wireless
multimedia sensor networks,” Computer Networks (Elsevier) Journal,
vol. 51, pp. 921–960, Mar. 2007.

[5] L. Atzori, A. Iera, and G. Morabito, “The internet of things: A survey,”
Comput. Netw., vol. 54, pp. 2787–2805, October 2010.

[6] R. Bennewitz, J. N. Crain, A. Kirakosian, J.-L. Lin, J. L. McChesney,
D. Y. Petrovykh, and F. J. Himpsel, “Atomic scale memory at a silicon
surface,” Nanotechnology, vol. 13, no. 4, pp. 499–502, 2002.

[7] A. K. Geim and K. S. Novoselov, “The rise of graphene,” Nature Ma,
vol. 6, no. 3, pp. 183–191, Mar 2007.

[8] M. C. Hegg, M. P. Horning, T. Baehr-Jones, M. Hochberg, and L. Y.
Lin, “Nanogap quantum dot photodetectors with high sensitivity and
bandwidth,” Applied Physics Letters, vol. 96, no. 10, p. 101118, 2010.

[9] C. Hierold, A. Jungen, C. Stampfer, and T. Helbling, “Nano electrome-
chanical sensors based on carbon nanotubes,” Sensors and Actuators A:

Physical, vol. 136, no. 1, pp. 51–61, 2007.
[10] IEEE 802.15 Wireless Personal Area Networks-Terahertz Interest Group

(IGthz). [Online]. Available: http://www.ieee802.org/15/pub/IGthz.html
[11] C. Jansen, R. Piesiewicz, D. Mittleman, T. Kurner, and M. Koch, “The

impact of reflections from stratified building materials on the wave
propagation in future indoor terahertz communication systems,” IEEE

Transactions on Antennas and Propagation, vol. 56, no. 5, pp. 1413–
1419, May 2008.

[12] L. Ji, Z. Tan, T. Kuykendall, E. J. An, Y. Fu, V. Battaglia, and Y. Zhang,
“Multilayer nanoassembly of sn-nanopillar arrays sandwiched between
graphene layers for high-capacity lithium storage,” Energy Environ. Sci.,
vol. 4, pp. –, 2011.

[13] J. M. Jornet and I. F. Akyildiz, “Channel capacity of electromagnetic
nanonetworks in the terahertz band,” in Proc. of IEEE International

Conference on Communications, ICC, May 2010.
[14] ——, “Joint energy harvesting and communication analysis for perpetual

wireless nanosensor networks in the terahertz band,” to appear in IEEE

Transactions on Nanotechnology, 2012.
[15] ——, “Information capacity of pulse-based wireless nanosensor net-

works,” in Proc. of the 8th Annual IEEE Communications Society Con-

ference on Sensor, Mesh and Ad Hoc Communications and Networks,

SECON, Jun 2011.

[16] ——, “Graphene-based nano-antennas for electromagnetic nanocommu-
nications in the terahertz band,” in Proc. of 4th European Conference

on Antennas and Propagation, EUCAP, Apr 2010.
[17] ——, “Channel modeling and capacity analysis of electromagnetic

wireless nanonetworks in the terahertz band,” IEEE Transactions on

Wireless Communications, vol. 10, no. 10, pp. 3211–3221, Oct 2011.
[18] B. Kaviani, A. Sadr, and A. Abrishamifar, “Generation and detection of

nano ultrasound waves with a multiple strained layer structure,” Optical

and Quantum Electronics, vol. 40, pp. 577–586, 2008.
[19] R. J. Kershner, L. D. Bozano, C. M. Micheel, A. M. Hung, A. R. Fornof,

J. N. Cha, C. T. Rettner, M. Bersani, J. Frommer, P. W. K. Rothemund,
and G. M. Wallraff, “Placement and orientation of individual DNA
shapes on lithographically patterned surfaces,” Nature Nanotechnology,
vol. 4, no. 9, pp. 557–561, Aug 2009.

[20] M. C. Lemme, “Current status of graphene transistors,” Solid State

Phenomena, vol. 156, pp. 499–509, 2009.
[21] Y. M. Lin, C. Dimitrakopoulos, K. A. Jenkins, D. B. Farmer, H. Y.

Chiu, A. Grill, and P. Avouris, “100-GHz Transistors from Wafer-Scale
Epitaxial Graphene,” Science, vol. 327, no. 5966, p. 662, Feb 2010.

[22] B. Liu, Y. Lai, and S.-T. Ho, “High spatial resolution photodetectors
based on nanoscale three-dimensional structures,” IEEE Photonics Tech-

nology Letters, vol. 22, no. 12, pp. 929–931, Jun. 2010.
[23] J. Moon, D. Curtis, D. Zehnder, S. Kim, D. Gaskill, G. Jernigan,

R. Myers-Ward, C. Eddy, P. Campbell, K.-M. Lee, and P. Asbeck, “Low-
phase-noise graphene fets in ambipolar rf applications,” IEEE Electron

Device Letters, vol. 32, pp. 270–272, 2011.
[24] T. Palacios, A. Hsu, and H. Wang, “Applications of graphene devices

in rf communications,” IEEE Communications Magazine, vol. 48, pp.
122–128, 2010.

[25] S. S. P. Parkin, M. Hayashi, and L. Thomas, “Magnetic Domain-Wall
Racetrack Memory,” Science, vol. 320, no. 5873, pp. 190–194, 2008.

[26] R. Piesiewicz, C. Jansen, D. Mittleman, T. Kleine-Ostmann, M. Koch,
and T. Kurner, “Scattering analysis for the modeling of THz commu-
nication systems,” IEEE Transactions on Antennas and Propagation,
vol. 55, no. 11, pp. 3002–3009, Nov 2007.

[27] L. A. Ponomarenko, F. Schedin, M. I. Katsnelson, R. Yang, E. W. Hill,
K. S. Novoselov, and A. K. Geim, “Chaotic Dirac Billiard in Graphene
Quantum Dots,” Science, vol. 320, no. 5874, pp. 356–358, Apr 2008.

[28] S. Priebe, C. Jastrow, M. Jacob, T. Kleine-Ostmann, T. Schrader, and
T. Kurner, “Channel and propagation measurements at 300 ghz,” IEEE

Transactions on Antennas and Propagation, vol. 59, no. 5, pp. 1688
–1698, May 2011.

[29] F. Rao, Z. Fan, L. Dong, and W. Li, “Molecular nanosensors based on
the inter-sheet tunneling effect of a bilayer graphene,” in IEEE 4th In-

ternational Conference on Nano/Molecular Medicine and Engineering,

NANOMED, Dec. 2010, pp. 172–175.
[30] I. I. Reports, “The internet of things,” International Telecommunication

Union, Tech. Rep., 2005.
[31] M. Rosenau da Costa, O. V. Kibis, and M. E. Portnoi, “Carbon nanotubes

as a basis for terahertz emitters and detectors,” Microelectronics Journal,
vol. 40, no. 4-5, pp. 776–778, Apr 2009.

[32] R. Smith, A. Arca, X. Chen, L. Marques, M. Clark, J. Aylott, and
M. Somekh, “Design and fabrication of ultrasonic transducers with
nanoscale dimensions,” Journal of Physics: Conference Series, vol. 278,
no. 1, p. 012035, 2011.

[33] H.-J. Song, K. Ajito, A. Wakatsuki, Y. Muramoto, N. Kukutsu, Y. Kado,
and T. Nagatsuma, “Terahertz wireless communication link at 300 ghz,”
in IEEE Topical Meeting on Microwave Photonics, MWP, Oct. 2010,
pp. 42–45.

[34] V. Sorkin and Y. Zhang, “Graphene-based pressure nano-sensors,”
Journal of Molecular Modeling, vol. 17, pp. 2825–2830, 2011.

[35] M. D. Stoller, S. Park, Y. Zhu, J. An, and R. S. Ruoff, “Graphene-based
ultracapacitors,” Nano Letters, vol. 8, no. 10, pp. 3498–3502, Oct 2008.

[36] Z. L. Wang, “Towards self-powered nanosystems: From nanogenerators
to nanopiezotronics,” Advanced Functional Materials, vol. 18, no. 22,
pp. 3553–3567, 2008.

[37] Y. Wu, Y.-m. Lin, A. A. Bol, K. A. Jenkins, F. Xia, D. B. Farmer,
Y. Zhu, and P. Avouris, “High-frequency, scaled graphene transistors on
diamond-like carbon,” Nature, vol. 472, no. 7341, pp. 74–78, Apr 2011.

[38] C. R. Yonzon, D. A. Stuart, X. Zhang, A. D. McFarland, C. L.
Haynes, and R. P. V. Duyne, “Towards advanced chemical and biological
nanosensors-an overview,” Talanta, vol. 67, no. 3, pp. 438–448, 2005.

[39] G. Zhou, M. Yang, X. Xiao, and Y. Li, “Electronic transport in
a quantum wire under external terahertz electromagnetic irradiation,”
Physical Review B, vol. 68, no. 15, p. 155309, Oct 2003.

European Wireless 2012, April 18-20, 2012, Poznan, Poland ISBN 978-3-8008-3426-9 © VDE VERLAG GMBH




