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Abstiact— In this paper, the stepstaken towards
setupand configuration of the DiffServ testbedin our
laboratory are listed. A topology is suggestedand
somesimple experimental resultsfor setupvalidation
are presented. A DiffServ domain is deployed and
several experimentsare run. We obtained acceptable
performancefor a DiffServ Expedited Forwarding Per
Hop Behavior in our testbedusing Committed Access
Rate and ClassBasedWeighted Fair Queueing
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[. INTRODUCTION

HE current Internet Protocol (IP) provides a

single service class- Best Effort. Best ef-
fort doesnot provide arny Quality of Service(QoS)
guaranteesyhich arerequiredfor mostpresentaind
emeging applications. The Next Generationnter
net [15] and Internet2[13] consortiumshave the
samegoal: to enhancethe currentInternet proto-
col in orderto include supportfor multiple service
classesThelETF is studyingseveral possiblesolu-
tionsto theissueof providing QoSovertheinternet,
or IP QoS.

One of the most promising IETF solutions for
IP QoSsupportis the DifferentiatedServicegDiff-
Serv).TheapproacHollowedby DiffServis to clas-
sify individual microflows atthe edgeof thenetwork
into several existing serviceclassesand thenapply
perclassservicesat the coreof the network. Fig. 1
illustratesa DiffServnetwork.
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Fig. 1. Edgeandcoreroutersin aDiffServnetwork.

At aningress(edge)router pacletsareclassified

basedon the information containedin one or more
fieldsin the paclet header Eachpaclet is marked
asbelongingto a certainclass(by settingsomebits
[codepointk in the paclet header),and reinserted
into the network. A PerHop Behavior (PHB) de-
finestheservicethe paclet shouldreceve onits way
throughthe network. The coreroutersprovide the
PHB basedon the codepoint.Typically, queueman-
agemenandschedulinglisciplinesareemplo/edto
provide the PHB, suchasRED [4] andCBWFQ[9].

Paclket markers set the DiffServ field in the IP
headetto a particularcodepoint. Shapersanddrop-
persareusedio ensurehe conformancef thetraffic
streamto thetraffic profile.

Fig. 2 illustratesthe edgeand corefunctionsin a
DiffServdomain. A DiffServdomain(DS domain)
is a set of DiffServ nodeswhich operateunder a
commonpolicy. Moreover, every nodein a DiffServ
domainhasthe samesetof PHBs.

Edge Functions

=

Classifiel{‘;,.{ Marker Shaper |!
I Dropper
I

I
Traffic Conditioner

Ingress Core Core
router router router |
BA Q o
classifier|

Core Functions

Egress
router

Fig. 2. ExampleDiffServdomain.

DiffServ may be able to provide a scalableand
coarsdevel of serviceto enterprisenetworks. There
exist severalapproacheto DiffServimplementation
[1], [5], [6], [7]. In orderto testthe performance
of thesedifferentapproachesa physicaltestbeds a
necessargntity. In this paper we describehow to
setupandconfigurea DiffServtestbed.We alsode-
scribesomeexperimentsto validatethe correctness
of theimplementation. The restof the paperis or-
ganizedasfollows. In Sectionll, we describethe



testbedimplementationcovering the software and
hardware used. Testbedsetupexperimentsare de-
tailedin Sectionlll. In SectionlV, requirementsgot

settingup a DiffServ domainand experimentalre-

sultsare discussed.Finally, we concludethe paper
in SectionV.

IIl. TESTBED DESCRIPTION

The key elementsof our testbedare routersca-
pableof performingQoSfunctionsand switchesto
seragatethe network into separatd/LANs. A traf-
fic generatocapableof overloadingthe network and
ameasuremertbol for samplingthe network statis-
ticsarealsoessential.

In thefollowing, we aregoingto motivateandde-
scribethe hardware/softvare utilized in our testbed
implementationaswell asthe chosertestbedopol-

ogy.
A. TestbedHardware

Cisco hasreleasednewn routersthat provide al-
ternatve queuingmechanismsthereforesupporting
DiffServ Both Cisco 7200 and 7500 router series
make useof Cisco Internetwork OperatingSystem
(10S) software,andprovide thesecapabilities.

Whendecidingon thetestbedopology we chose
aCisco7500routerto beconfiguredasanedgenode,
andtwo Cisco 7200 SeriesVXRs asedgeandcore
routers. Moreover, a Cisco Catalyst6506 Layer 3
switch was connectedo the routers. The hostPCs
were connectedio a Cisco Catalyst4000 Layer 2
switch. VLANs wereconfiguredn bothswitches.

In the nearfuture, experimentswill be performed
over Abilene [10]. For thatreason,andalsoto be
ableto perform ATM/IP QoSexperimentsan ATM
switch, Cisco LightStream1010wasincluded,and
the testbedwas connectedhrougha Gigabitlink to
Abilene. In Fig. 3 aphysicalview of the testbeds
shawn.
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Fig. 3. Testbedconfiguration:physicalview.

Both 7204V XR Ciscorouterscontainone PA-A3
EnhancedATM Port Adapteranda PA-GE Gigabit

EthernetPort Adapter The Catalyst4000 contains
32 10/100 ports. The Catalyst6506 containsthe
GEIP+ (EnhancedGigabit Ethernetsupport). The
ATM switch, LightStream 1010, contains4 OC3
ports.

B. TestbedSoftwae

All computershave MS Win 98 and FreeBSD
4.2 [12] installed. The testswere conductedin
FreeBSDusingAlternatve Queue(ALTQ) 2.2 [2],
[3], [11]. ALTQ is a packagefor traffic manage-
mentin FreeBSDervironment.It includesaqueuing
frameawvork andseveraladvancedgueuingdisciplines
(CBQ,WFQ,PQetc). It alsoincludesanimplemen-
tationof thesimpleFIFO mechanisnior researchers
to modify for customizedjueuing.Moreover, ALTQ
alsosupportsRSVPandDiffServ

CBQ s anon-work conservingschedulingmech-
anism. It consistsof a classifiey estimatorand
a paclet scheduler In our testbed,we are using
CBQ to configurethe bandwidthassignedto dif-
ferentflows in classes.Queuingis effective at the
ingressof a bottlenecklink. The configurationfile
for CBQ is setas shavn in the examplesbelaw.
First, the interface and the bandwidth(in bps) are
specified.The“class commandcreatesa classand
specifiegshe CBQ mechanisminterface classname,
parentclassname,andthe percentagef the inter
face bandwidthassignedBorrow’ is setwhen the
classcanborronv bandwidthfrom the parent.“filter”
commandsetsa paclet filter to a class. CBQ uses
<dstaddr dstport, srcaddr srcport, protocob>
agument. The “altgstat commandmonitors the
ALTQ process.

Iperf [14], usedfor traffic generation,is a tool
for measuringnaximumTCP and UDP bandwidth.
Whenrunningan experiment,iperf sener is started
ononeof thecomputersThenon anothercomputer
altqd andiperf client arerun to generatehe traffic.
Theroutersinvolvedin thetestbedarerunningCisco
IOSversion12.1.

[ll. TESTBED SETUP EXPERIMENTS

In order to validate the testbedsetup, we per
formedtwo simpleexperimentsaandobseredtheex-
pectedresults. Following we describetheseexperi-
mentsandhow to configureALTQ andiperf to run
them.

Experiment1l: We connectedthree PCs to the
testbed. Two of themwere connectedo the same
VLAN andthe otheroneto a differentVLAN. Two
TCP flows, belongingto the sameclass(A), were
sentfrom one hostthroughthe 7200routerto hosts
in anotherVLAN. Only 10% of the total available



bandwidthwasassignedo this class. The assigned
bandwidthwasequallydividedamongthetwo flows.

Theconfiguratiorfiles for ALTQ andiperf arere-
portedin Fig 4, andtheexperimentresultsareshavn
in Tablel.

ALTQ configuration file:

interfaceepObandwidth10M chq
classchqepOroot.classNULL pbandwidth100
classchqepOdef.classroot classborronv pbandwidthos default
classchqepOA def classpbandwidthlO filter epOA 00006
Traffic generatorfile:

Sener: iperf-s-f m -w 64k -p 5000

Client: iperf-c SERVER-ADD -f m -w 64k -p 5000

Fig. 4. ALTQ andiperf configurationfor Exp. 1.

TABLE |
RESULTS FOR EXPERIMENT 1.

Flow | Stream| Class Class Output
Bandwidth

A TCP A 10% 0.5 Mb/s

B TCP A 10% 0.5 Mb/s

Experimen®: With the sametopologyasbefore we
definedtwo classeqA, B) in ALTQ. 10% of theto-
tal bandwidthwasassignedo eachclass. Two traf-
fic flows were generatedone for eachclass,and
sentfrom Athensto Sydng and Atlanta. The re-
sultswere as shavn in Tablell. The configuration
file for ALTQ s in Fig.5. Theiperf configurationis
thesameasin Experimentl.

ALTQ configuration file:
interfaceepObandwidth10M chq
classchqepOroot.classNULL pbandwidth100
classchqepOdef.classroot classborronv pbandwidthos default
classchqepOA def classpbandwidth10

filter epOA 192.168.210.10006
classchqep0B def_classpbandwidth10

filter epOB 192.168.210.1P 006

Fig.5. ALTQ configurationfor Exp. 2.

TABLE 1
RESULTS FOR EXPERIMENT 2.

Flow | Stream| Class Class Output
Bandwidth

A TCP A 10% 1 Mb/s

B TCP B 10% 1 Mb/s

Thesesimpleexperimentshadthe purposeof val-
idating the configurationfiles sincethe resultswere
very easyto predict. Now, we discusshow to setup
a DiffServ domain prototype,making use of CAR
and CBWFQ featuresfrom Cisco Routersand1I0S
software.

IV. DIFFSERV EXPERIMENTS

In orderto supportDiffServ paclet coloring and
policing are required. Packet coloring canbe done
eitherby the applicationoriginatingthe traffic or by
anodein the network. CiscofeaturessuchasCAR
andCBWFQ[8] canbe usedto performthesetasks
in anode.

We constructeda prototype DiffServ domainto
provide premium service using the expedited for-
warding (EF) perhop behaior (PHB) and three
layerolympic serviceusingassuredorwarding(AF)
PHB. For metering policing, andmarkingof traffic,
threeratecolor markerswereused.CBWFQwasthe
queuingdiscipline supportingall services(i.e., pre-
mium, olympic, andbest-efort).

CBWEFQ is an alternatequeuing discipline re-
leasedin 12.0.5T versionof CiscolOS. It extends
the standardWFQ functionality to provide support
for userdefinedtraffic classes.Coupledwith Com-
mitted AccessRate(CAR) policingandmarkingca-
pabilities, CBWFQprovidesthecongestionmanage-
mentandtraffic shapingneededo supportDiffServ
boundaryrouterfunctionality

To configureCBWFQ,firstanumberediccesdist
hasto bedefinedasthe matchcriterionfor ary class.
Thisis doneusingthe“access-list command.Then
aclass-mayis definedwhich specifieshematchcon-
dition of a paclet for a classby usingthe “class-
mag command. Next stepis to definea “policy-
mayp’ which characterizethe policy for the classes.
Thesepoliciescanthenbe attachedo theinterfaces
of therouter A differentsubqueuds allocatedfor
eachtraffic classn CBWFQ.A minimumbandwidth
guarante@erclasscanbedirectly specifiedby using
the“bandwidti command.

The traffic policing or rate-limit function is pro-
vided by CAR. CAR offers two primary functions:
paclet coloring by settinglP precedenceandrate-
limiting. As a traffic policing function, CAR does
not buffer or smoothtraffic and might drop pack-
etswhentheallowedburstingcapabilityis exceeded.
CAR is implementedas a list of rate-limit state-
ments.You canapplyit bothto the outputandinput
traffic on aninterface.

To configureCAR, the “rate-limit’ commandis
usedon the appropriateinterface (input or output)
with meanrate, normal burst size, maximumburst
size and conform- and exceed-actions. The mean
rate is given in bits per secondand burst sizesin
bytes.Usingthe conformandexceedactionswe can
decideto eitherseta lower transmitpriority or drop
anon-conformingpaclet.

We testedCAR and CBWFQ to determinethe



operatingparametershatwould produceacceptable
performanceusing the testbedconfigurationshavn
in Fig. 3. Threeseriesof testswere conductedto
measurethe effect of Cisco QoS featureson com-
binations of TCP and UDP flows. Theseflows
weresourcedrom two PCsto a sink PCin another
VLAN. The router usedCAR to police and mark
ingresdraffic. ThesamerouterappliedCBWFQon
egresdraffic. Theconfigurationcommandgor CAR
andCBWFQin aCiscorouterareshavn in Fig. 6.

For the following experimentswe consideredhe
EFPHBimplementationAn EF PHBrequestgvery
routeralongthe pathto alwaysserviceEF pacletsat
leastasfast (if not faster)asthe rate at which the
EF pacletsarrive. In orderto achieve suchbehaior,
CAR and CBWFQ needto be configuredto shape
andpolicethetraffic sothatthe EF traffic rateis not
affectedby ary non-EFtraffic.

CAR configuration:
interfaceHssi0/0/0
ip addressvv.xxx.yyy.zzz.255.255.255.255
rate-limitinput 3000000@00000800000conform-actiortrans-
mit exceed-actiordrop
CBWFQ configuration:
access-list permithostaaa.bblecc.ddd
class-magpremium
matchaccess-groufh
policy-mappremiumservice
classpremium
bandwidth1000
interfaceserialO
service-polig outputpremium-service
access-lisi0 permithosteee ff.ggg.hhh
class-maplympic
matchaccess-groufO
policy-mapolympicservice
classolympic
bandwidth200
interfaceserial0
service-polig outputolympic-service
access-list00 permithostiii.jjj.kkk.lll
class-mapbestefort
matchaccess-grouf00
policy-mapbestefortservice
classbestefort
bandwidth10
interfaceserial0
service-polig outputbestefort-service

Fig. 6. Exampleof CAR andCBWFQ setupcommands.

A. CaseStudyl:

In the first seriesof experimentstwo TCP flows
competefor the available bandwidth,and policing
andschedulingmechanismsreappliedto enforcea
specificshare.

Experimentl: Two TCP flows were sentwith no
scheduling/policig in effect. The TCP flows shared
theavailablebandwidthequally asexpected.
Experimen®: CAR is now usedto policethetraffic
of one TCP streamto a maximumrate of 30 Mbps.

Flow | Stream| Rate | CAR | CBWFQ | Output
1 TCP - - - 45 Mb/s
2 TCP - - - 45 Mb/s

AnotherTCPstreamhasaminimumrateof 60 Mbps
specifiedby CBWFQ. We obsere that the policed
flow (CAR) hasaratebelonv the maximumrequired
(30Mbps)andthattheotherflow keepsts rateabore
theminimumimposedoy CBWFQ (60 Mbps).

Flow | Stream| Rate CAR CBWFQ | Output
1 TCP - 30 Mb/s - 25 Mb/s
2 TCP - - 60 Mb/s | 65 Mb/s

WhenCAR is usedaloneto policy aTCPflow, the
flow ratewill bekeptwithin themaximumspecified.
OtherTCP flows sharingthe samelink will equally
sharetherestof the availablebandwidth.Dueto the
TCP congestiommechanismin the eventof conges-
tion TCPflowsredudeheirrateandincreaset when
thereare available resources.Using CAR onecan
guarante@certainmaximumrateto anspecificflow.
On the otherhand,CBWFQ enableghe userto di-
rectly specifythe requiredminimum bandwidthper
traffic class.

B. CaseStudy2:

Thesecondseriesof experimentshavs two UDP
flows andthe effect of CAR andCBWFQ.

Experimentl: Two UDP flows aresent,eachat 50
Mbps sourcerate. The flows sharethe available
bandwidthequally No policy or schedulingtech-
niqueis used.

Flow | Stream Rate CAR | CBWFQ | Output
1 UbP 50 Mb/s - - 45 Mb/s
2 UbP 50 Mb/s 45 Mb/s

Experimeng: Oneof theUDP flowsnow hasamax-
imum of 30 Mbps (CAR) andthe othera minimum
of 60 Mbps. The resultsagainshav that the CB-
WFQ flow usesmore than the minimum specified
andaboutits sourcetransmissiomate,andthe CAR
flow usesthe leftover bandwidth,which is below its
specifiedmaximumrate.

Flow | Stream Rate CAR CBWFQ | Output
1 UDP | 50 Mb/s | 30 Mb/s - 20 Mbl/s
2 UDP 70 Mb/s - 60 Mb/s | 70 Mb/s

C. CaseStudya3:

Thethird seriesof experimentsshavs two flows,
one TCP andone UDP, competingfor the available



bandwidth. Again, policing and schedulingmecha-
nismsareappliedto enforcea specificshare.

Experimentl: The UDP flow is sentwith a trans-
missionrateof 50 Mbps. No policing or scheduling
is applied. The resultshavs thatthe UDP flow got
therequiredrateandthatthe TCPflow usedtherest
of thebandwidth.

Flow | Stream Rate CAR | CBWFQ | Output
1 TCP - - - 35 Mb/s
2 UDP 50 Mb/s - - 50 Mb/s

Experiment2: The TCP flow is now policed with

CAR (30 Mbps) andthe UDP flow hasa minimum
rateof 60 Mbps specifiedoy CBWFQ. Herewe see
thatUDP getsits fair shareandTCP usesherestof

theavailablebandwidth.

Flow | Stream Rate CAR CBWFQ | Output
1 TCP - 30 Mb/s - 25 Mb/s
2 UDP 70 Mb/s - 60 Mb/s | 65 Mb/s

Experiment3: UDP flow sentwith 70 Mbpssource
rateis now policedwith CAR, with amaximumrate
of 30 Mbps. We obsenre thatthe UDP flow is indeed
belav themaximumrate,andthatthe TCPflow took
overtherestof theavailablebandwidth.asexpected.

Flow | Stream Rate CAR CBWFQ | Output
1 TCP - - 60 Mb/s | 60 Mb/s
2 UDP 70 Mb/s | 30 Mb/s - 25 Mb/s

The abore experimentresultsshav that Ciscos
CAR coupledwith CBWFQ are capableof provid-
ing DiffServboundaryrouterservicewhenproperly
configured. Testsof TCP andUDP streamsn vari-
ouscombinationglemonstratethefeasibility of de-
ploying QoS servicesfor IP traffic usingthe Cisco
7500seriesrouterasa DiffServboundaryrouter

V. CONCLUSIONS AND FUTURE WORK

In this paper we describedhowv to setup and
configure a DiffServ testbed. We suggesteda
topology and explainedhow to configurethe hard-
ware/softvare involved. We also shaved a few
experimentsto validate the correctnesf the im-
plementation. A DiffServ domain was deplo/ed
andseveral experimentsvere performedin orderto
configurethe expediteforwardingperhop-behwior.
The resultsshav how to configureEF PHB using
Ciscos CAR andCBWFQ.

As future work, we will studythe effectson real-
time traffic, and alsothe appropriateassignmenbf
ExpeditedForwarding(EF) and AssuredrFowarding

(AF) perhop behaiors for suchtraffic. MPLS de-
ploymentis also part of the next step,aswell asto
run experimentsover Abilene.
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