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Abstract— In this paper, the steps taken towards
setupand configuration of the DiffServ testbedin our
laboratory are listed. A topology is suggestedand
somesimple experimental resultsfor setupvalidation
are presented. A DiffServ domain is deployed and
several experimentsare run. We obtained acceptable
performancefor a DiffServ ExpeditedForwarding Per
Hop Behavior in our testbedusing Committed Access
Rate and ClassBasedWeightedFair Queueing.
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I. INTRODUCTION

HE current Internet Protocol (IP) provides a
single service class - Best Effort. Best ef-

fort doesnot provide any Quality of Service(QoS)
guarantees,which arerequiredfor mostpresentand
emerging applications.The Next GenerationInter-
net [15] and Internet2 [13] consortiumshave the
samegoal: to enhancethe current Internet proto-
col in order to includesupportfor multiple service
classes.TheIETF is studyingseveralpossiblesolu-
tionsto theissueof providing QoSover theInternet,
or IP QoS.

One of the most promising IETF solutions for
IP QoSsupportis theDifferentiatedServices(Diff-
Serv).Theapproachfollowedby DiffServis to clas-
sify individualmicroflowsattheedgeof thenetwork
into several existing serviceclassesand thenapply
per-classservicesat thecoreof thenetwork. Fig. 1
illustratesaDiffServnetwork.
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Fig. 1. Edgeandcoreroutersin a DiffServnetwork.

At an ingress(edge)router, packetsareclassified

basedon the informationcontainedin oneor more
fields in the packet header. Eachpacket is marked
asbelongingto a certainclass(by settingsomebits
[codepoints] in the packet header),and reinserted
into the network. A Per Hop Behavior (PHB) de-
finestheservicethepacketshouldreceiveonits way
throughthe network. The core routersprovide the
PHB basedon thecodepoint.Typically, queueman-
agementandschedulingdisciplinesareemployedto
provide thePHB,suchasRED[4] andCBWFQ[9].

Packet markers set the DiffServ field in the IP
headerto a particularcodepoint.Shapersanddrop-
persareusedto ensuretheconformanceof thetraffic
streamto thetraffic profile.

Fig. 2 illustratestheedgeandcorefunctionsin a
DiffServ domain. A DiffServ domain(DS domain)
is a set of DiffServ nodeswhich operateunder a
commonpolicy. Moreover, every nodein aDiffServ
domainhasthesamesetof PHBs.
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Fig. 2. ExampleDiffServdomain.

DiffServ may be able to provide a scalableand
coarselevel of serviceto enterprisenetworks.There
exist severalapproachesto DiffServimplementation
[1], [5], [6], [7]. In order to test the performance
of thesedifferentapproaches,a physicaltestbedis a
necessaryentity. In this paper, we describehow to
setupandconfigurea DiffServ testbed.We alsode-
scribesomeexperimentsto validatethe correctness
of the implementation.The restof the paperis or-
ganizedas follows. In SectionII, we describethe



testbedimplementation,covering the software and
hardware used. Testbedsetupexperimentsare de-
tailed in SectionIII. In SectionIV, requirementsfot
settingup a DiffServ domainand experimentalre-
sultsarediscussed.Finally, we concludethe paper
in SectionV.

II. TESTBED DESCRIPTION

The key elementsof our testbedare routersca-
pableof performingQoSfunctionsandswitchesto
segregatethenetwork into separateVLANs. A traf-
fic generatorcapableof overloadingthenetwork and
a measurementtool for samplingthenetwork statis-
tics arealsoessential.

In thefollowing, wearegoingto motivateandde-
scribethe hardware/softwareutilized in our testbed
implementation,aswell asthechosentestbedtopol-
ogy.

A. TestbedHardware

Cisco has releasednew routersthat provide al-
ternative queuingmechanisms,thereforesupporting
DiffServ. Both Cisco 7200 and 7500 router series
make useof Cisco Internetwork OperatingSystem
(IOS) software,andprovide thesecapabilities.

Whendecidingon thetestbedtopology, we chose
aCisco7500routerto beconfiguredasanedgenode,
andtwo Cisco7200SeriesVXRs asedgeandcore
routers. Moreover, a Cisco Catalyst6506 Layer 3
switch wasconnectedto the routers. The hostPCs
were connectedto a Cisco Catalyst4000 Layer 2
switch.VLANs wereconfiguredin bothswitches.

In thenearfuture,experimentswill beperformed
over Abilene [10]. For that reason,andalso to be
ableto performATM/IP QoSexperiments,anATM
switch, CiscoLightStream1010wasincluded,and
the testbedwasconnectedthrougha Gigabit link to
Abilene. In Fig. 3 a physicalview of thetestbedis
shown.
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Fig. 3. Testbedconfiguration:physicalview.

Both 7204VXRCiscorouterscontainonePA-A3
EnhancedATM Port Adapteranda PA-GE Gigabit

EthernetPort Adapter. The Catalyst4000contains
32 10/100 ports. The Catalyst6506 containsthe
GEIP+ (EnhancedGigabit Ethernetsupport). The
ATM switch, LightStream1010, contains4 OC3
ports.

B. TestbedSoftware

All computershave MS Win ��� and FreeBSD�����
[12] installed. The tests were conductedin

FreeBSDusingAlternative Queue(ALTQ)
�����

[2],
[3], [11]. ALTQ is a packagefor traffic manage-
mentin FreeBSDenvironment.It includesaqueuing
framework andseveraladvancedqueuingdisciplines
(CBQ,WFQ,PQetc). It alsoincludesanimplemen-
tationof thesimpleFIFOmechanismfor researchers
to modify for customizedqueuing.Moreover, ALTQ
alsosupportsRSVPandDiffServ.

CBQ is a non-work conservingschedulingmech-
anism. It consistsof a classifier, estimatorand
a packet scheduler. In our testbed,we are using
CBQ to configure the bandwidthassignedto dif-
ferentflows in classes.Queuingis effective at the
ingressof a bottlenecklink. The configurationfile
for CBQ is set as shown in the examplesbelow.
First, the interfaceand the bandwidth(in bps) are
specified.The“class” commandcreatesa classand
specifiestheCBQmechanism,interface,classname,
parentclassname,and the percentageof the inter-
facebandwidthassigned.“borrow” is set when the
classcanborrow bandwidthfrom theparent.“filter”
commandsetsa packet filter to a class. CBQ uses� dst addr, dst port, src addr, src port, protocol�
argument. The “altqstat” commandmonitors the
ALTQ process.

Iperf [14], usedfor traffic generation,is a tool
for measuringmaximumTCPandUDP bandwidth.
Whenrunninganexperiment,iperf server is started
on oneof thecomputers.Thenon anothercomputer
altqd and iperf client arerun to generatethe traffic.
Theroutersinvolvedin thetestbedarerunningCisco
IOSversion � ��� � .

III. TESTBED SETUPEXPERIMENTS

In order to validate the testbedsetup, we per-
formedtwo simpleexperimentsandobservedtheex-
pectedresults.Following we describetheseexperi-
mentsandhow to configureALTQ and iperf to run
them.
Experiment1: We connectedthree PCs to the
testbed. Two of them were connectedto the same
VLAN andtheotheroneto a differentVLAN. Two
TCP flows, belongingto the sameclass(A), were
sentfrom onehostthroughthe7200routerto hosts
in anotherVLAN. Only 10% of the total available



bandwidthwasassignedto this class.Theassigned
bandwidthwasequallydividedamongthetwoflows.

Theconfigurationfiles for ALTQ andiperf arere-
portedin Fig 4,andtheexperimentresultsareshown
in TableI.

ALTQ configuration file:
interfaceep0bandwidth10M cbq
classcbqep0root classNULL pbandwidth100
classcbqep0def classroot classborrow pbandwidth95default
classcbqep0A def classpbandwidth10filter ep0A 0 0 0 0 6
Traffic generatorfile:
Server: iperf -s -f m -w 64k -p 5000
Client: iperf -c SERVER-ADD -f m -w 64k -p 5000

Fig. 4. ALTQ andiperf configurationfor Exp.1.

TABLE I
RESULTS FOR EXPERIMENT 1.

Flow Stream Class Class Output
Bandwidth

A TCP A �f��� ��� � Mb/s
B TCP A �f��� ��� � Mb/s

Experiment2: With thesametopologyasbefore,we
definedtwo classes(A, B) in ALTQ. 10%of theto-
tal bandwidthwasassignedto eachclass.Two traf-
fic flows were generated,one for eachclass,and
sent from Athensto Sydney and Atlanta. The re-
sults were as shown in Table II. The configuration
file for ALTQ is in Fig.5. The iperf configurationis
thesameasin Experiment1.

ALTQ configuration file:
interfaceep0bandwidth10M cbq
classcbqep0root classNULL pbandwidth100
classcbqep0def classroot classborrow pbandwidth95default
classcbqep0A def classpbandwidth10

filter ep0A 192.168.210.110 0 0 6
classcbqep0B def classpbandwidth10

filter ep0B 192.168.210.120 0 0 6

Fig. 5. ALTQ configurationfor Exp.2.

TABLE II
RESULTS FOR EXPERIMENT 2.

Flow Stream Class Class Output
Bandwidth

A TCP A �f��� � Mb/s
B TCP B �f��� � Mb/s

Thesesimpleexperimentshadthepurposeof val-
idating theconfigurationfiles sincethe resultswere
very easyto predict. Now, we discusshow to setup
a DiffServ domainprototype,making useof CAR
andCBWFQ featuresfrom CiscoRoutersandIOS
software.

IV. DIFFSERV EXPERIMENTS

In order to supportDiffServ packet coloring and
policing arerequired. Packet coloring canbe done
eitherby theapplicationoriginatingthetraffic or by
a nodein thenetwork. CiscofeaturessuchasCAR
andCBWFQ[8] canbeusedto performthesetasks
in anode.

We constructeda prototypeDiffServ domain to
provide premium serviceusing the expeditedfor-
warding (EF) per-hop behavior (PHB) and three
layerolympicserviceusingassuredforwarding(AF)
PHB.For metering,policing,andmarkingof traffic,
threeratecolormarkerswereused.CBWFQwasthe
queuingdisciplinesupportingall services(i.e., pre-
mium,olympic,andbest-effort).

CBWFQ is an alternatequeuing discipline re-
leasedin 12.0.5Tversionof Cisco IOS. It extends
the standardWFQ functionality to provide support
for user-definedtraffic classes.Coupledwith Com-
mittedAccessRate(CAR) policingandmarkingca-
pabilities,CBWFQprovidesthecongestionmanage-
mentandtraffic shapingneededto supportDiffServ
boundaryrouterfunctionality.

To configureCBWFQ,first anumberedaccesslist
hasto bedefinedasthematchcriterionfor any class.
This is doneusingthe“access-list” command.Then
aclass-mapisdefinedwhichspecifiesthematchcon-
dition of a packet for a classby using the “class-
map” command. Next step is to definea “policy-
map” which characterizesthepolicy for theclasses.
Thesepoliciescanthenbeattachedto theinterfaces
of the router. A differentsubqueueis allocatedfor
eachtraffic classin CBWFQ.A minimumbandwidth
guaranteeperclasscanbedirectlyspecifiedby using
the“bandwidth” command.

The traffic policing or rate-limit function is pro-
vided by CAR. CAR offers two primary functions:
packet coloring by settingIP precedence,andrate-
limiting. As a traffic policing function, CAR does
not buffer or smoothtraffic and might drop pack-
etswhentheallowedburstingcapabilityis exceeded.
CAR is implementedas a list of rate-limit state-
ments.You canapplyit bothto theoutputandinput
traffic on aninterface.

To configureCAR, the “ rate-limit” commandis
usedon the appropriateinterface(input or output)
with meanrate,normalburst size,maximumburst
sizeand conform-and exceed-actions. The mean
rate is given in bits per secondand burst sizesin
bytes.Usingtheconformandexceedactionswecan
decideto eitherseta lower transmitpriority or drop
anon-conformingpacket.

We testedCAR and CBWFQ to determinethe



operatingparametersthatwould produceacceptable
performanceusingthe testbedconfigurationshown
in Fig. 3. Threeseriesof testswere conductedto
measurethe effect of Cisco QoS featureson com-
binations of TCP and UDP flows. Theseflows
weresourcedfrom two PCsto a sink PCin another
VLAN. The router usedCAR to police and mark
ingresstraffic. ThesamerouterappliedCBWFQon
egresstraffic. Theconfigurationcommandsfor CAR
andCBWFQin aCiscorouterareshown in Fig. 6.

For the following experimentswe consideredthe
EFPHBimplementation.An EFPHBrequestsevery
routeralongthepathto alwaysserviceEFpacketsat
leastas fast (if not faster)as the rate at which the
EFpacketsarrive. In orderto achievesuchbehavior,
CAR and CBWFQ needto be configuredto shape
andpolicethetraffic sothattheEF traffic rateis not
affectedby any non-EFtraffic.

CAR configuration:
interfaceHssi0/0/0

ip addressvvv.xxx.yyy.zzz.255.255.255.255
rate-limit input 30000000200000800000conform-actiontrans-

mit exceed-actiondrop
CBWFQ configuration:
access-list1 permithostaaa.bbb.ccc.ddd
class-mappremium

matchaccess-group1
policy-mappremiumservice

classpremium
bandwidth1000

interfaceserial0
service-policy outputpremium-service

access-list10permithosteee.fff.ggg.hhh
class-mapolympic

matchaccess-group10
policy-mapolympicservice

classolympic
bandwidth200

interfaceserial0
service-policy outputolympic-service

access-list100permithostiii.jjj.kkk.lll
class-mapbesteffort

matchaccess-group100
policy-mapbesteffortservice

classbesteffort
bandwidth10

interfaceserial0
service-policy outputbesteffort-service

Fig. 6. Exampleof CAR andCBWFQsetupcommands.

A. CaseStudy1:

In the first seriesof experiments,two TCP flows
competefor the available bandwidth,and policing
andschedulingmechanismsareappliedto enforcea
specificshare.

Experiment1: Two TCP flows were sentwith no
scheduling/policing in effect. TheTCPflows shared
theavailablebandwidthequally, asexpected.
Experiment2: CAR is now usedto policethetraffic
of oneTCPstreamto a maximumrateof 30 Mbps.

Flow Stream Rate CAR CBWFQ Output
1 TCP - - - ��� Mb/s
2 TCP - - - ��� Mb/s

AnotherTCPstreamhasaminimumrateof 60Mbps
specifiedby CBWFQ. We observe that the policed
flow (CAR) hasa ratebelow themaximumrequired
(30Mbps)andthattheotherflow keepsits rateabove
theminimumimposedby CBWFQ(60Mbps).

Flow Stream Rate CAR CBWFQ Output
1 TCP - �Y� Mb/s - �Y� Mb/s
2 TCP - - �Y� Mb/s �Y� Mb/s

WhenCAR is usedaloneto policy aTCPflow, the
flow ratewill bekeptwithin themaximumspecified.
OtherTCPflows sharingthesamelink will equally
sharetherestof theavailablebandwidth.Dueto the
TCPcongestionmechanism,in theeventof conges-
tion TCPflowsredudetheirrateandincreaseit when
thereareavailable resources.Using CAR onecan
guaranteeacertainmaximumrateto anspecificflow.
On the otherhand,CBWFQ enablesthe userto di-
rectly specifythe requiredminimumbandwidthper
traffic class.

B. CaseStudy2:

Thesecondseriesof experimentsshows two UDP
flowsandtheeffectof CAR andCBWFQ.

Experiment1: Two UDP flows aresent,eachat 50
Mbps sourcerate. The flows sharethe available
bandwidthequally. No policy or schedulingtech-
niqueis used.

Flow Stream Rate CAR CBWFQ Output
1 UDP �Y� Mb/s - - ��� Mb/s
2 UDP �Y� Mb/s - - ��� Mb/s

Experiment2: Oneof theUDPflowsnow hasamax-
imum of 30 Mbps (CAR) andtheothera minimum
of 60 Mbps. The resultsagainshow that the CB-
WFQ flow usesmore than the minimum specified
andaboutits sourcetransmissionrate,andtheCAR
flow usestheleftover bandwidth,which is below its
specifiedmaximumrate.

Flow Stream Rate CAR CBWFQ Output
1 UDP �Y� Mb/s �Y� Mb/s - �Y� Mb/s
2 UDP ��� Mb/s - �Y� Mb/s ��� Mb/s

C. CaseStudy3:

The third seriesof experimentsshows two flows,
oneTCPandoneUDP, competingfor theavailable



bandwidth.Again, policing andschedulingmecha-
nismsareappliedto enforceaspecificshare.

Experiment1: The UDP flow is sentwith a trans-
missionrateof 50 Mbps. No policing or scheduling
is applied. The resultshows that the UDP flow got
therequiredrateandthattheTCPflow usedtherest
of thebandwidth.

Flow Stream Rate CAR CBWFQ Output
1 TCP - - - �Y� Mb/s
2 UDP �Y� Mb/s - - �Y� Mb/s

Experiment2: The TCP flow is now policed with
CAR (30 Mbps) andthe UDP flow hasa minimum
rateof 60 Mbpsspecifiedby CBWFQ.Herewe see
thatUDPgetsits fair share,andTCPusestherestof
theavailablebandwidth.

Flow Stream Rate CAR CBWFQ Output
1 TCP - �Y� Mb/s - �Y� Mb/s
2 UDP ��� Mb/s - �Y� Mb/s �Y� Mb/s

Experiment3: UDP flow sentwith 70 Mbpssource
rateis now policedwith CAR, with amaximumrate
of 30Mbps.Weobserve thattheUDPflow is indeed
below themaximumrate,andthattheTCPflow took
over therestof theavailablebandwidth,asexpected.

Flow Stream Rate CAR CBWFQ Output
1 TCP - - �Y� Mb/s �Y� Mb/s
2 UDP ��� Mb/s �Y� Mb/s - �Y� Mb/s

The above experimentresultsshow that Cisco’s
CAR coupledwith CBWFQ arecapableof provid-
ing DiffServboundaryrouterservicewhenproperly
configured.Testsof TCPandUDP streamsin vari-
ouscombinationsdemonstratedthefeasibilityof de-
ploying QoSservicesfor IP traffic using the Cisco
7500seriesrouterasaDiffServboundaryrouter.

V. CONCLUSIONS AND FUTURE WORK

In this paper, we describedhow to setup and
configure a DiffServ testbed. We suggesteda
topologyandexplainedhow to configurethe hard-
ware/software involved. We also showed a few
experimentsto validate the correctnessof the im-
plementation. A DiffServ domain was deployed
andseveralexperimentswereperformedin orderto
configuretheexpediteforwardingper-hop-behavior.
The resultsshow how to configureEF PHB using
Cisco’s CAR andCBWFQ.

As futurework, we will studytheeffectson real-
time traffic, andalsothe appropriateassignmentof
ExpeditedForwarding(EF) andAssuredFowarding

(AF) per-hop behaviors for suchtraffic. MPLS de-
ployment is alsopart of the next step,aswell asto
runexperimentsover Abilene.
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